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CA breaches 
March 15th 2011: Comodo breach 

ÅNine fake certificates for seven domains 
were issued: mail.google.com, 
login.live.com, www.google.com, 
login.yahoo.com (three certificates), 
login.skype.com, addons.mozilla.org, 
and global trustee 

ÅHacked several times afterwards 
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CA breaches 
June (?) 2011: DigiNotar breach 

Å Discovered on June 19th 

Å July 10, 2011: wildcard cert issued for Google, subsequently used by 
unknown persons in Iran to conduct a man -in-the-middle attack against 
Google services 

Å August 28, 2011, certificate problems were observed on multiple Internet 
service providers in Iran 

Å Tor Project has published extensive updates on the scope of the attack, 
including a list of 531 fraudulent certificates issued by DigiNotar 
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CA breaches 
June (?) 2011: DigiNotar breach 

Å All browser vendors remove trust of DigiNotar swiftly, e.g. August 30, 
2011: Mozilla removed DigiNotar certificates from their list of trusted CAs 
(via patches etc.) 

Å September 20, 2011 ï DigiNotar filed for bankruptcy  

Å Remark: Google Chrome users were protected from this attack because 
Chrome was able to detect the fraudulent certificate due to pinning.  

Å Statements have appeared that the DigiNotar attacker is the same 
person who attacked Comodo earlier  

Å The attacker claims to be an individual Iranian who has chosen to help 
the government monitor individuals' communications. Additionally, he 
claims to have compromised four additional as-yet-unspecified certificate 
authorities.  

7 



MITMA - TLS attack 

OWASP 

Attacker replaced Server 

cert with own compromised 

cert and could read all 

communication (incl. 

passwords) in the clear 

TLS TLS 



The situation 
ÅBrowsers trust CA certificates for all domains 

equally (any trusted CA can sign for any 
identity, true or fake, e.g. google.com, 
paypal.com, é)  

Åhundreds of CAs 

ÅFrom 46 countries/jurisdictions 

 

ÅIf a single one is broken, all TLS/SSL 
domains are prone to attacks 
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From EFF: SSL Observatory 

Å1,482 CA Certificates trustable by 
Windows or Firefox 

Å1,167 distinct issuer strings 

Å651 organizations, but ownerships & 
jurisdictions overlap 

Å(If a CA can sign for one domain, it can 
sign for any domain.) 
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OWASP Top 10 ï Insufficient 
Transport Layer Protection 



Whatôs the problem 
- Some are not using / not mandating TLS/SSL 

- Relies on trust relationships (trust on first use 
/ trusted source)  

- Weak channel protection 

- Authentication & leakage of credentials 

=> Today, Web Applications try to fix this on 
the Application level with little support of the 
underlying infrastructure  
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A9 ï Insufficient  Transport Layer Protection 

ÅFailure to identify all sensitive data 

ÅFailure to identify all the places that this sensitive data is sent  
ÅOn the web, to backend databases, to business partners, internal communications 

ÅFailure to properly protect this data in every location  

Transmitting sensitive data insecurely 

ÅAttackers access or modify confidential or private information 
Åe.g, credit cards, health care records, financial data (yours or your customers)  

ÅAttackers extract secrets to use in additional attacks 

ÅCompany embarrassment, customer dissatisfaction, and loss of trust 

ÅExpense of cleaning up the incident 

ÅBusiness gets sued and/or fined 

Typical Impact 



Still not using SSL? 
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Insufficient Transport Layer Protection 

Custom Code 

Employees 

Business Partners 
External Victim 

Backend Systems 

External Attacker 

1 
External 

attacker steals 

credentials and 

data off 

network 

2 
Internal attacker 

steals credentials 

and data from 

internal network 

Internal Attacker 
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<div class="menu_login_container"><form method="POST" 

action="https://login.facebook.com/login.php?login_attempt=1" id="login_form"> 
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Common attack vectors 
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Attacks 

SSL 
downgrading 

Use of fake 
of SSL certs 

SSL stripping 



Moxieôs SSL Strip 
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SSL 
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Moxieôs SSL Strip 

Secure cookie? 

Encoding, 

gzip? 

Cached 

content? 

Sessions? 

Strip the secure attribute off all cookies. 

Strip all encodings in the request. 

Strip all if-modified-since in the request. 

Redriect to same page, set-cookie 

expired 
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