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� Qual’è la situazione attuale?

� Quali sono i principali rischi?

� Impatto sulle Web Application

� OWASP Backend Security Project  

Agenda
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� Senior Security Consultant @ Spike Reply

� Penetration Tester

� Trainer su tematiche di Web Application Security

� OWASP Italy (contributor)

� OWASP Testing Guide v2.0 (contributor)

� OWASP Backend Security Project (leader)

Carlo Pelliccioni
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Qual’è la situazione attuale?
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Statistiche da OWASP Top 10 2007



OWASP Day  II – 31st , March 2008                                                                        OWASP-Italy 6

Statistiche Web Hacking Incident Database 
2007 (WASC)
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Statistiche Web Hacking Incident Database 
2007 (WASC)
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Quali sono i principali rischi?
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Scenario post-attacco

� Furto d’informazioni personali/sensibili

� Furto di carte di credito

� Trasferimento fondi autorizzati

� Impersonificazione di soggetti

� Denial of Service

� Sistema ponte per successivi attacchi

� Repository per materiale protetto da copyright
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Impatto sulle Web Application
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OWASP Backend Security Project
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OWASP Backend Security Project

http://www.owasp.org/index.php/Category:OWASP_Backend_Security_Project
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OWASP Backend Security Project

http://www.owasp.org/index.php/Category:OWASP_Backend_Security_Project

Il progetto è composto da tre sezioni orientate a definire 
linee guida per aziende e professionisti dell'IT per una 
corretta organizzazione in sicurezza dei processi di sviluppo, 
gestione sistemistica e gestione delle componenti del 
back-end tecnologico in ambienti enterprise.

� Security Development

� Security Hardening

� Security Testing
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OWASP Backend Security Project 
(Per molti…

…ma non per tutti ☺)

� Sviluppatori Web

� Amministratori di sistema

� DBA

� Penetration Tester



OWASP Day  II – 31st , March 2008                                                                        OWASP-Italy 16

OWASP Backend Security Project 
(Development)

� Java Back-end security programming

� PHP Back-end security programming

� ASP Back-end security programming
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OWASP Backend Security Project 
(Hardening)

� Oracle

� SQL Server

� DB2

� MySQL

� PostgreSQL

� iPlanet Ldap

� OpenLdap

� Active Directory

� . . . ?!
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OWASP Backend Security Project 
(Testing)

� DBMS Security Testing

� LDAP Security Testing

� Tools
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Join the OWASP Backend Security Project! 
☺

Q?
A!


