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Qual’e la situazione attuale?
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Statistiche da OWASP Top 10 2007
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Statistiche Web Hacking Incident Database
2007 (WASC)

Stealing Sensitive 42%
Information Unknown
Defacement 23%
Planting Malware 15%
Unknown 8%
Deceit 3%
Blackmail 3%
Link Spam 3%
Worm 1%
Phishing 1%
Information 1%
Warfare
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Statistiche Web Hacking Incident Database
2007 (WASC)

SQL Injection 20% or Session
Predicti

Unintentional 17% e IUC on

. . 8%

Information Disclosure

Known Vulnerability 15%

Cross Site Scripting (XSS) 12%

Insufficient Access 10%

Control

Credential/Session 8%

Prediction

O0S Commanding 3%

Misconfiguration 3% . L.ertentpnal
Insufficient Information

Insufficient Anti- 3% Access Al0, 2004 Version Disclosure,

automation Control, 10% 17%

Denial of Service 3%

Redirection 2%

Insufficient Session 2%

Expiration

Cross Site Request 2%

Forgery (CSRF)
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Quali sono I principali rischi?
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-
Scenario post-attacco

Furto d’'informazioni personali/sensibili

Furto di carte di credito

Trasferimento fondi autorizzati

Impersonificazione di soggetti

Denial of Service

Sistema ponte per successivi attacchi

o O 0 0 0 O O

Repository per materiale protetto da copyright
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Impatto sulle Web Application
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OWASP Backend Security Project
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|
OWASP Backend Security Project

2 Login/ create account

category dizcussion wiewy SOMrCe history

Category. OWASP Backend Security Project

Contents [hide]
1Yelcome to the OVWASP Backend Security Project
2 Ohjectives
navigation JJainthe praoject
= Home 4 Mailing List
= Mews 5 Mews
u ChWYASP Projects B Contacts
= Dowwnloads
= Local Chapters Welcome to the OWASP Backend Security Project
= tppSec Job Board
" gppsi;fomere”ces OWASP Backend Security Project is the first OWASP project entirely dedicated to the core of the YWeh Applications.
u Frese Nz
= Yideo COWASP Backend Security Project wiki w1
= Blogs . .
= Get OWASP Books Objectives
u Get OWASP Gear
® Mailing Lists The airm of this OWASP project is to create a new guide that could allow developers, administrators and testers to comprehend any parts of the security process about back-end
» Abhout CASE components that directly communicate with the web applications as well as databases, [daps, payment gatesway, and much mare.
= hembership
Join the project
reference
= How To... Ta reach this purpose our community needs more Infarmation Technology security professionals as possible to create a new point of reference for the entire OWASP community. Although
= Principles these information are briefly discussed in the others OWWASP projects the cormmunity would like to collect those already existing information and creating new sections related to the not
= Threat Agerts mentioned back-end components.
m Atacks
= vulnerabiities OWASP Backend Security Project is composed of three sections: security development, security hardening, security testing.
= Countermessures Below are described the main professional skills requested:
LI L= R
= Technologies E— 1:

. i - Wek Dewvelopers '

http://www.owasp.org/index.php/Category:OWASP_Backend_Security Project
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|
OWASP Backend Security Project

Il progetto e composto da tre sezioni orientate a definire
linee guida per aziende e professionisti dell'l T per una
corretta organizzazione in sicurezza dei processi di sviluppo,
gestione sistemistica e gestione delle componenti del
back-end tecnologico in ambienti enterprise.

0 Security Development

0 Security Hardening

U Security Testing

http://www.owasp.org/index.php/Category:OWASP_Backend_Security Project
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OWASP Backend Security Project
(Per molti...
...ma non per tutti ©)

d Sviluppatori Web
O Amministratori di sistema
d DBA

d Penetration Tester

OWASP Day 11 — 31st , March 2008 OWASP-Italy e 15




OWASP Backend Security Project
(Development)

4 Java Back-end security programming

U PHP Back-end security programming

4 ASP Back-end security programming
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OWASP Backend Security Project
(Hardening)

4 Oracle d iPlanet Ldap

d SQL Server d OpenLdap

d DB2 O Active Directory
d MySQL

U PostgreSQL a ...7!
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OWASP Backend Security Project
(Testing)

d DBMS Security Testing

O LDAP Security Testing

d Tools
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Join the OWASP Backend Security Project!
©
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