
Copyright © 2008 - The OWASP Foundation
Permission is granted to copy, distribute and/or modify this document 
under the terms of the GNU Free Documentation License.

The OWASP Foundation

OWASP-Day II
Università “La Sapienza”, Roma
31st, March 2008

http://www.owasp.org

Web Services and SOA

Laurent PETROQUE

System Engineer,
F5 Networks



OWASP Day  II – 31st , March 2008                                                                        OWASP-Italy 2

What are

Web Services

SOA

What are the threats

What is done in customers environments
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Service provider implements the service, publishes the 
service and provide the service
Server requestor finds the service, and consumes the 
service 
Server registry centralized the services published by the 
service provider, and 

Web Service Architecture
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Agenda

What are Web Services ?
What is SOA ?
What are the threats ?
What are the solutions ?
What customers are doing with this and how do 
they protect it ?
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Web Service Architecture

3HTTP, SMTP, FTPXML-RPC
SOAP
XML

UDDI
WSDL

XML description

UDDI

Service provider implements the service, publishes the service using UDDI(Universal Description, 
Discovery, and Integration) to the Server registry

Server registry centralized the services published by the service provider.

Server requestor finds the service using UDDI, retrieve the WSDL(Web Service Description Language) 
and consumes the service.

Server requestor send the message using a service transport.
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SOA : Service Oriented Architecture
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What are the base elements ?

HTTP
Transports information between systems

XML
Precise how information are exchanged

WDSL
Enforce the compliance of the data part of the 
communications

SOAP
Enables and regulates communications between 
systems
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Security and XML 

Attacks against an XML parser (mainly DOS eg forcing the 
parser to crash, to consume too much memory, etc)
(re)definition
When a DTD is included or is refered elsewhere, 

replace the DTD/XML schema
attack the parser –DOS again- via a problematic URI

XXE (Xml eXternal Entity) attack
XXE attack is an attack on an application that parses XML 
input from untrusted sources using incorrectly configured 
XML parser. The application may be coerced to open 
arbitrary files and/or TCP connections. 
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Security and XML

XML BOMBS
XML document contains too many bytes
XML document contains too many characters (one character doesn't 
necessarily translate to one byte...)
Nesting depth too deep
Too many elements
Too many siblings to an element
Too many attributes
Too many namespaces
Element/attribute/namespace-prefix/value too long (bytes? 
characters?)
recursive nesting of elements (this is not well formed XML!)
too many times opening and closing a tag (too many push/pop 
stack operations)
entity resolution depth 
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Security and Web Services

OWASP top 10 still apply to web services

WSDL Enumeration/Scanning
Gives useful source of information about web services.
Sol: 
Determine the degree of exposure provided by the WSDL document. 

Parsing Exploits
- SAX/DOM known common exploits on Vendor Framework
- Custom parsers that are poorly written
Sol: 
Do not implement custom parsers.
Use SAX-based parsing whenever possible 
Validate the XML stream size before the XML parsing

XML injection 
- XML can be injected through aplication
- The user-input includes XML tags which are parsed 
Sol:
Validation of the XML message
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Security and Web Services

XPath Injection Attacks
- XPath is used to query XML documents, so like SQL, XPath is susceptible to 
injection.
Sol: 
Validation of the XML message. 

XML Manipulation (i.e. CDATA Manipulation, etc)
- DTD is dangerous as it can be defined internally, externally, or both.
- CDATA can include non-legal characters in data.
Sol:
Use XSD to validate XML messages
If a DTD is used, don’t allow the DTD before the root element. 
Validation of the XML message
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Specific patterns in an XML application

Possibility to check for XML patterns.
The patterns are specific to the customers’ 
architecture.
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XML Format Enforcement
do
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XML Format Enforcement

D
TD

A DTD defines the legal building blocks of an XML document
A DTD can be embedded in an XML document
A DTD can be referenced in an XML document
Possibility to work with embedded and referenced DTD.
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XML Format Enforcement
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Prevent DOS using Entities in a DTD schema.

MEMORY
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Protect XML Data

Encrypt XML Data



OWASP Day  II – 31st , March 2008                                                                        OWASP-Italy 

Restrict SOAP implementation

Provide specific WSDL
Publish only necessary SOAP method for each specific 
usage

Rely on well known XML parser
Microsoft, Oracle, WebLogic, …

Disable DTD parsing
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What customer’s are mostly doing

Supporting XML Document

Security enforcement :
Check Schema
Check SOAP methods and signatures

Submit XML document
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What customer’s are mostly doing

Open few WebServices to partners

Security enforcement
On service provider 
infrastructure
SOAP method enforcement
XML pattern 
checking

Auction site
E-commerce partner

Loan service

HTML navigation
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Thank you


