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whoami| head

ÅWebAppSecConsultant, Penetration Tester

Ånull Bangalore Chapter Lead

ÅWork at a Big4 and have conducted several 

Penetration Tests all over the world.

Å!ǳǘƘƻǊ ƻŦ ά! .ŜƎƛƴƴŜǊǎ !ǇǇǊƻŀŎƘ ǘƻ ²ƛƴŘƻǿǎέ

ÅChick Magnet [citation needed]



history | less

Started hunting for bugs on several bug bounty programs for 



history | less



dpkg-i investigate.deb

Found a facebook.com URL which fetched the 
<title> from a URL I could control

Tested for XSS, SQLiand LFI/RFI

Setup a HTTP server with port 8080 exposed to the Internet

Used http://myserver:8080as an argument, mistyped the port 
number

Facebookdisplayed an error, tested with other open and closed 
ports

http://myserver:8080/


uptime | cut ςd " " ςf2

Realized I could port scan Internet facing servers using verbose 
distinct errors from facebook



cat /etc/issue

Web Applications use underlying server side code to open 
socket connections to remote servers to download content

Error handling is seldom performed for failed socket 
connections at the web application level

Inadequate data handling for non HTTP data can cause 
applications to behave unexpectedly



Reported the issue to Facebookwho responded saying that they 
did not see how this was a problem

mail -s 'Bug!' sec@fb.com < /dev/null 



mail -s 'Bug!' sec@fb.com < /dev/null 

Sent facebooka Proof of Concept python port scanner

Scanned some random servers on the Internet using the script

Facebookreplied and acknowledged that this was a problem







export vulnerability='XSPA'
XSPA ςCross Site Port Attacks

An application that allows users to download an xml file from a 
user controlled third party URL

XML File URL Server Status & Body Response

http://remote_server.com/xmlfile.xml 200 OK ςXML File retreived

http://remote_server.com:22/xmlfile.xml 200 OK ςάLƴǾŀƭƛŘ·a[ Řŀǘŀέ

http://remote_server.com:3306/xmlfile.xml 200 OK ςάLƴǾŀƭƛŘ ·a[Řŀǘŀέ

http://remote_server.com:8081 200 OK ςά/ƻƴƴŜŎǘƛƻƴ ǊŜŦǳǎŜŘΗέ



Application displays verbose errors for failed socket connections

Application does not verify received data from the remote 
server, if the connection was successful

Application does not blacklist internal IP addresses/URLs

export vulnerability='XSPA'
XSPA ςCross Site Port Attacks



find . -print | xargsgrep'logic' 



cat vulnfile.php | more



cat vulnfile2.php | more



sudodemo &



cat popular_servers| ./poke

Found XSPA in



cat facebook

The first finding

Application specific response for open port above1024


