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A WebAppSec€onsultant, Penetration Tester
A null Bangalore Chapter Lead

A Work at a Big4 and have conducted several

Penetration Tests all over the world.
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Started hunting for bugs on several bug bounty programs for
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dpkg-I Investigate.deb

Found a facebook.com URL which fetched the
<title> from a URL | could control
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Message:

Google Google

Aannnle rormd
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Search the world's information, induding webpages,
images, videos and more. Google has many spedal
features to help you find exactly what you're
looking for.



http://myserver:8080/

uptime | cutgd " " ¢f2

distinct errors fronfacebook



cat /etc/issue

Web Applications use underlying server side code to open
socket connections to remote servers to download content

Error handling is seldom performed for failed socket
connections at the web application level

Inadequate data handling for non HTTP data can cause
applications to behave unexpectedly



mail-s 'Bug!' sec@fb.com < /dev/null

Reported the issue tbacebookvho responded saying that they
did not see how this was a problem

facebook

Yy U no understand?



mail-s 'Bug!' sec@fb.com < /dev/null

Sentfacebooka Proof of Concept python port scanner

Scanned some random servers on the Internet using the script

Facebookeplied and acknowledged that this was a problem



STUMBLED
UPON BUG

UG BOUNTY!




facebook

JL white Hats Information for Security Researchers

% Report Vulneraility

E‘ Bounty If you're a security researcher, please review our responsible disclosure policy befare re
24 Manage Test Accounts the Facebook Security Page for assistance,

If you believe you've found a security vulnerability on Facebook, we encourage vou to b
our best to guickly fix the prablem.

Responsible Disclosure Policy

If you give us a reasonable time to respond to your report before making any informatio
destruction of data and interruption or degradation of our service during your research,
investigate you.

Thanks!

On behalf of aur milions of users, we would like to thank the following people for making
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export vulnerability="XSPA'

XSPA Cross Site Port Attacks

An application that allows users to download an xml file from a
user controlled third party URL

XML File URL Server Status & Body Respong

http://remote_server.com/xmlfile.xml 200 OKg XML Fileetreived
http://remote_server.com:22/xmlfilexml 2000kca L y @laf[ A BRI (i
http://remote_server.com:3306/xmlfile.xml 2000k a L y @I fRA Ri | -€

http://remote_server.com:8081 2000k / 2y Y SOGA?2



export vulnerability="XSPA'

XSPA Cross Site Port Attacks

Application displays verbose errors for failed socket connection:

Application does not verify received data from the remote
server, if the connection was successful

Application does not blacklist internal IP addresses/URLs



find . -print | xargsgrep'logic’

192.168.1.5

Firewall: Port 80 Open InternalGirewall
10.10.10.5

Internal Testing Senver
172.10.10.10

Wab Sersar

WWW.remote_server.com Internal Developer machine

172.10.10.11



cat vulnfile.php | more

<?php
if (isset($ POST['url']))
{

$content = file get contents($ POST['url']);
$filename = './images/'.rand()."'imgl.jpg"';
file put contents(5filename, Scontent);

echo $ POST['url']."</br>";
$img = "<img src=\"".Sfilename."\"/>";
echo 5$img;

>




cat vulnfile2.php | more

<?php

function GetFile ($host, Sport, $1link)
{

Sfp = fsockopen ($host, intwval (Sport), $errno, Serrstr,
30);

if (!$fp)

echo "Serrstr (error number S$errno) \n";

} else {

Sout = "GET $link HTTP/1l.1\r\n";

Sout .= "Host: S$host\r\n";

Sout .= "Connection: Close\r\n\r\n";

Sout .= "Accept-Language: en-us,en;g=0.5\r\n";
Sout .= "\r\n";

fwrite ($fp, $Sout);

Scontents='";

while (!feof($fp))

Scontents.= fgets($fp, 1024);

}

fclose (Sfp) ;
return Scontents;
}

}
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catpopular_servers ./poke
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catfacebook

The first finding

¥ | & https://www.facebook.com/plugins/send_button_form_shell.php?nodeURL =http://fasgard.publicvm.com:3389

To: | Enter a friend, group or email address

Message:

http://asgard.publicym.com:3389/
htkp: ) fasgard. publicym. com: 3389

Application specific response for open patiovel024



