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Project Status Report Overall Status: On Track 

Project Name: ModSecurity CRS 

 

July 26, 2014 

Status Code Legend  

� On Track: Project is on development � High Risk: At risk, with a high risk of going off track 

� Warning: potential issues � Off Track: Date will be missed if action not taken 

 

Does the project 

meet the Health 
criteria?: Mostly 

� It has a complete description about the project 

� It has a friendly license: Apache Software License version 2 (ASLv2) 

� Vendor neutral (wiki page) 

� It has an mailing list 

� It has an intro video 

� It has a wiki for issues 

Issues: � No roadmap available 

� No FAQ’s, lacking some key info 

� Could not find a user guide under OWASP wiki 

� It might not be clear for first time visitors that this project works with Modsecurity 

(https://www.modsecurity.org/documentation.html) 

 

Does the project 
meet the quality 
criteria?: Yes 

� It has an open repository: https://github.com/SpiderLabs/owasp-modsecurity-crs 

� It has a good record of solving issues: 27 open 168 closed: https://github.com/SpiderLabs/owasp-modsecurity-
crs/issues 
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� Excellent documentation (as part of ModSecurity) 

� Part of a very stable and active, developed project(ModSecurity) 

 
 

 

 

 

Issues � A strong dependency on an external project 

� Development has slowed down compared to previous years 

� It lacks development guidelines for this specific project (crs-rules) 

� Potential commercial conflict of interest for development of rules 
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�  
 

 

 

 

Project Abstract 

Project has excellent development and promotion through the years. As part of a larger project, it has served to promote rules and pro-
active approach as a defender project, which is quite scarce among OWASP projects. 

The main issue here is that Modsecurity reset has a strong dependency with an external open source/commercial tool, especially on the 
development of rules. As users can buy vs. get free, this might not motivate Modsecurity as a project to develop free rules. 
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Project based on this level of development can be considered a LAB, however, it would be strongly advisable to have more information 
about the difference of the mother project and this one. 


