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Let’'s Talk About Naming

A Vision of the Future (Universal Daemonization)
Why loT is Currently Broken

Examples From Research

The OWASP loT Project

Applying What We’ve Learned

One more thing...
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What does it mean?

BETTER NAMES FOR I10T?

ANYTHING OTHER THAN
s THE INTERNET OF THINGS;
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What does it mean?

¢ [ WIKIPEDIA ] The Internet of Things (loT)
is the network of physical objects or "things"
embedded with electronics, software,
sensors and connectivity to enable it to
achieve greater value and service by
exchanging data with the manufacturer,
operator and/or other connected devices.

¢ [ OXFORD ] A proposed development of the
Internet in which everyday objects have
network connectivity, allowing them to send
and receive data.
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BETTER NAMES FOR 10T?

ANYTHING OTHER THAN
s THE INTERNET OF THINGS
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Better Names

¢ Universal Daemonization

¢ Universal Object Interaction

¢ Programmable Object Interfaces (POls)
¢ Transfurigated Phase Inversion




The Real Internet of Things
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The Real Internet of Things
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Universal Daemonization
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The Current loT Security Problem
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The Current loT Security Problem

netWO rk ¢ services, encryption, firewall, input...

g
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The Current loT Security Problem

network

aDDI |Cat|0n ¢ authN, authZ, input validation, etc.
)

L
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The Current loT Security Problem

network
application

m O b| Ie ¢ insecure APls, lack of encryption, etc.
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The Current loT Security Problem

network
application
mobile

C | ou d ¢ yadda yadda AuthSessionAccess

W #RSAC
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loT Security is the Worst-of-All-Worlds

netWO rk ¢ services, encryption, firewall, input...
aDDI |Cat|0n authN, authZ, input validation, etc.

m O bl Ie ¢ insecure APls, lack of encryption, etc.

*

yadda yadda AuthSessionAccess

o
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net + app + mobile + cloud = loT
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The Current loT Security Problem

network
application
mobile
cloud
loT
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loT Security Fail Examples
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loT Security Fail Examples (Authentication)

hetwork
E . ¢ 10/10 security systems accept ‘123456’
¢ Account enumeration
a D D I I Cat I O n ¢ Lack of account lockout
mobile

e »!‘-*-',-,
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loT Security Fail Examples (Update Systems)

network
application
mobile

¢ No signing of updates

¢ Download over FTP

¢ Server was world-writeable
¢ Server held ALL products

e !@ %
RSAConference2015 3 ?“
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loT Security Fail Examples

network
application
mobile

10/10 security systems accept ‘123456’
10/10 security systems with no lockout
10/10 security systems with enumeration
SSH listeners with root/*” access

6/10 web interfaces with XSS/SQLi

70% of devices not using encryption

8/10 collected personal information

9/10 had no two-factor options
Unauthenticated video streaming
Completely flawed software update systems

LR R BN L NE K B M A
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The Need for a Methodology

network
application
mobile
cloud

loT

)
21
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Mapping loT Attack Surface Areas

« 11 Insecure Web Interface

» 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

» |4 Lack of Transport Encryption

« 15 Privacy Concerns

« 16 Insecure Cloud Interface

« 17 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security

OWASP

Internet of Things Top 10

»- e
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OWASP loT: 11 — Insecure Web Interface

Top 10 2014-11 Insecure Web Interface

Back %o The semet of Things Top 10%
TYechnical o « |1 Insecure Web Interface

« 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

« |4 Lack of Transport Encryption

« |5 Privacy Concemns

« 16 Insecure Cloud Interface

» I7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security

Threat Agents Attack Vectors Security Weakness

o
/ A
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OWASP loT: 11 — Insecure Web Interface

Top 10 2014-12 Insufficient Authentication/Authorization

Sack To The inernet of Things Top 10#
= « |11 Insecure Web Interface
usiness

Impacts » 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

» |4 Lack of Transport Encryption

« |5 Privacy Concemns

« 16 Insecure Cloud Interface

» I7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security

Technical Impacts

e - :
/ A
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OWASP loT: 12 — Insecure Network Services

Top 10 2014-13 Insecure Network Services

Back To ™e ntermet of Things Top 0@
Technical Business « |1 Insecure Web Interface

Impacts Impacts «» 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

|4 Lack of Transport Encryption

« 15 Privacy Concerns

« 16 Insecure Cloud Interface

» I7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security

Threat Agents Attack Vectors Security Weakness
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OWASP loT: I3 — Lack of Transport Encryption

Top 10 2014-14 Lack of Transport Encryption

Bk To The ndeermt of Thngs Top 104

Threat Agents Attack Vectors Security Weakness

Business
Impacts

26

« |1 Insecure Web Interface

«» 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

» |4 Lack of Transport Encryption

« 15 Privacy Concerns

« 16 Insecure Cloud Interface

» I7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security

» s@ i
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OWASP loT: I5 — Privacy Concerns

Top 10 2014-15 Privacy Concerns

Bacx To The intserat of Things Top 104

Throat Agents Attack Vectors Security Woakness :::::: « |11 Insecure Web Interface
«» 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services
: X » |4 Lack of Transport Encryption
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eatirril s irvme el Gats wheh PSR Cotecton of Dersrad Gty or sorrwes be
ors Emmpm sonative data harmes by having » 19 Insecure Software/Firmware
T e « 110 Poor Physical Security
B
ATk cOUd COme
axte of
ey

R
/ B

- RSAConference2015 - ,“




W #RSAC

OWASP loT: 16 — Insecure Cloud Interface

Top 10 2014-16 Insecure Cloud Interface

Back To The internet of Thirgs Top 0@

Technical Business « |11 Insecure Web Interface

« 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

« |4 Lack of Transport Encryption

« |5 Privacy Concemns

« 16 Insecure Cloud Interface

Threat Agents Attack Vectors Security Weakness

Insecure cloud intertaces are easy to

L | « 17 Insecure Mobile Interface
[eSytgieSLunwmeer hymig e « 18 Insufficient Security Configurability
Y ' 1o rd resot mochaniem 55 idortty
::usmo: ‘;mwmmnm » 19 Insecure Software/Firmware
joortrols via e jlorumenbon. 3 a
T 4 « 110 Poor Physical Security
LARACK will most

oo

e
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OWASP loT: I7 — Insecure Mobile Interface

Top 10 2014-17 Insecure Mobile Interface

Back To The imemet of Things Top 109

Technical Busincss

Threat Agents Attack Vectors Security Weakness
Impacts Impacts

casy 1o guess credentials are used

oo SUCh &3 Paulicent o 000Ut ofuMmerstion i3 poaable. O comprormise of Nsecure mobie

mxnm BNENECAnON, IACK  [INSecue MODIe NierTaces &'e casy 10 juser Qala ane ace. Data coua
jof vanspon (Gscover Dy semply reviewing the jcontrol over he
jencrypton and CONNECTIoN 10 the winglass Networks and  jdavice.
|accout jdorttying # 558 Is In use or by using the jHovicos antumed
jenumenation © resst mechaniam 1 idortity (GO your
|acCess Qata o BCOOUNES WINCH Can iead 15 account CusiOmers De
jcontrols via the hammed? Could your
mobie nlerface. lorand be harmed?
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« |1 Insecure Web Interface

« 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

« |4 Lack of Transport Encryption

« |5 Privacy Concemns

« 16 Insecure Cloud Interface

» I7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security
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OWASP loT: I8 — Insufficient Security Configurability

Top 10 2014-18 Insufficient Security Configurability

Threat Agents Attack Vectors

Dack To The intemet of Things Top 10 #

Securlty Weakness

mted or N0 ety 10 aber B9 soOusty
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Technical
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Business
Impacts
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« 11 Insecure Web Interface

« 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

|4 Lack of Transport Encryption

« 15 Privacy Concerns

« 16 Insecure Cloud Interface

» I7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security

RSAConference2015
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OWASP loT: 19 — Insecure Software/Firmware

Top 10 2014-19 Insecure Software/Firmware

Back To The insermat of Things Top WO @

« |1 Insecure Web Interface

Apphcanion Caploitabiity Appication /
Bpecitt DFPICULT Business Specite « 12 Insufficient Authentication/Authorization
[Conassdior anyone A=acier L3es [The lack of abiity for a device 1o be the ° '3 lmm NeMOfk ms
who has access 0 fmultiplo vecions MPCatod Presents 3 SOCUTTY WOIKNOss On juofy &l mpact #
covice andlr  |such as capuwng s cwn. Devices shoutd nave me abiy 1o fooui leaa 1o can be 5300 ¢ » |4 Lack of Transport Encryption
fetwork e ucate ties via [P wwdated when vuineraddses are jeormpromise of Lser modified and -
dovice resides 0n.  funencrypted and frrrwacs upds rmw ovcon takan o I5anacy Concemns
A0 conseder OOMeCctons. e can De Insecure whn e LDaMeD Nes odevice ang Joontoi of for he
jaryone who could  update S el & and the Network CoMMEcion lamacha againat cther [oumonse of attacking ~ Slmmcmd'medm
j3ain access 0 the Inot encrypted or a0 dobvored on a0 not protected p o jothor davicos. Coutd ° |7 lfmfe mb“e |n'3f"w
lpcate server. [rey are abe v woFrmeare can as0 be reecse 1 Jros cusiomers be
oo tor own corfan hardooded seratve data Pa—ed? Coud « 18 Insufficient Security Configurability
ralcous update via as crodentials. Socunty isoeos with othor users be -
[Depending on [ascover by sergly Radecing e retwork . a
method of update rafic during e LPda 10 check for * 110 Poor Phys‘cal SOCUfny
anc cevee NNOTYDA0N OF USNG 3 NaX 30 10 NSpeCT
oOrfiguration, atack e Lpcate Ne Esel! for nterestng
joouid comme are e pnformation.
local refwors or the
proermet.
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OWASP loT: 110 — Poor Physical Security

Top 10 2014-110 Poor Physical Security

S0 10 The Intemet of Things 100 10 &

« |1 Insecure Web Interface

« 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

» |4 Lack of Transport Encryption

« |5 Privacy Concemns

« 16 Insecure Cloud Interface

» I7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security

e
/ A

32 RSAConference2015 - ’“



#RSAC

OWASP loT Project Goals

« 11 Insecure Web Interface

» 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

» |4 Lack of Transport Encryption

« 15 Privacy Concerns

« 16 Insecure Cloud Interface

» 7 Insecure Mobile Interface 1. Understand the main attack surface
* © neulicient Secirky Contgursily areas for any loT device or ecosystem

19 Insecure Software/Firmware
« 110 Poor Physical Security

OWASP

Internet of Things Top 10
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OWASP loT Project Goals

« 11 Insecure Web Interface

» 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

|4 Lack of Transport Encryption

« 15 Privacy Concemns 1. Understand the main attack surface areas
e for any loT device or ecosystem

o |7 Insecure Mobile Interface s >

« 18 Insufticient Security Configurability 2. As a tester, be able to hit the major

* 19 Insecure Software/Firmware issues for each surface area for the

« 110 Poor Physical Security

OWASP

Internet of Things Top 10

product you’re testing
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OWASP loT Project Goals

« 11 Insecure Web Interface

« 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

» |4 Lack of Transport Encryption

« 15 Privacy Concerns

« 16 Insecure Cloud Interface

« I7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security

OWASP

Internet of Things Top 10

Understand the main attack surface areas
for any loT device or ecosystem

. As a tester, be able to hit the major issues

for each surface area for the product
you’re testing

. As a manufacturer, be able to ensure

that you’ve done your due diligence in
security across the main surface areas

35 RSAConference2015 ’ “
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OWASP loT Project Goals

« 11 Insecure Web Interface 1. Understand the main attack surface areas
* 12 Insufficient Authentication/Authorization for any loT device or ecosystem

« 13 Insecure Network Services 2 A t t b b| t ht th : ;

T e . As a tester, be able to hit the major issues
15 Privacy Concerns for each surface area for the product
.wlmwreCMImwaw you’re testing

« 7 Insecure Mobile Interface

« 18 Insufticient Security Configurability 3. As a manufacturer, be able to ensure that
T you’ve done your due diligence in security

« 110 Poor Physical Securi i
A i across the main surface areas

Dl I l H S p 4. As a developer, be able to ensure that
you’re avoiding the top security issues
Internet of Things Top 10 while building your particular component

R
L
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OWASP loT Project Goals

1. Understand the main attack surface areas
« 11 Insecure Web Interface for any loT device or ecosystem
» 12 Insufficient Authentication/Authorization 2. As a tester, be able to hit the major issues

« 13 Insecure Network Services f h f f th d ,[
o 1 Linck of Traneport Encrypiion or each surface area for the produc

« 15 Privacy Concerns you’re testing
ﬁ:x:m'::f:::e 3. As a manufacturer, be able to ensure that
« 18 Insufficient Security Configurability you’ve done your due diligence in security
e e across the main surface areas
" 110 Poor Fhysical Securty 4. As a developer, be able to ensure that
D UJ H S p you’re avoiding the top security issues
while building your particular component
Internet of Things Top 10 5. As a consumer, ensure you’re using the

technology safely
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OWASP loT Project Goals

1. Understand the main attack surface areas

» 11 Insecure Web Interface for any loT device or ecosystem

« 12 Insufficient Authentication/Authorization

S N 2. As atester, be able to hit the major issues
« 14 Lack of Transport Encryption for each surface area for the product you’re
« 15 Privacy Concerns testing
« 16 Insecure Cloud Interf

B 3. As a manufacturer, be able to ensure that
« 7 Insecure Mobile Interface . } 5 : :
« 18 Insufficient Security Configurability you’ve done your due diligence in security
* 19 Insecure Software/Firmware across the main surface areas
A e 4. As a developer, be able to ensure that

you’re avoiding the top security issues while
Dl I lﬂ S p building your particular component
5. As a consumer, ensure you’re using the

Internet of Things Top 10
technology safely
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OWASP loT Project Organization

OWASP Internet of Things Top Ten Project

Main OWASP Internet of Things Top 10 for 2014 Talks In the News loT Conferences - April 2015 [edit]

Community Manufacturers Developers Consumers Project Details

8 OLUASP

¥ Internet of Things Top 10

Povii .
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OWASP loT Project (Context-based Recommendations)

Manufacturer loT Security Guidance (e

« 11 Insecure Web Interface

« 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

» 14 Lack of Transport Encryption

« 15 Privacy Concerns

« 16 Insecure Cloud Interface

« 7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security

OWARSP

Internet of Things Top 10

(DRAFT)

The goal of this page is hlp ManuAaciurars Duild mons SECU Products in P Inteenet of Things sgacs. The gudancs below
I8 & 8 Dasic level, OVING Dusiciers Of DrOCUCES & Dite St OF QUdelings 10 CONSIce Mom Thikr DOrORCHve, This i not &
Comprahensive kit of Consderations, snd should not be Wresied &8 SuCh, Dt ensuring at Pess Andamentals & covensd
will greatly improve the security of any BT product

Category

11: lnsacure Web Interisce

12: Insutficiont
Authenticatior/Authorization

40

10T Secunty Consiceration

. &m‘m“mwnmmmwm

o Enture that sry web #ieciscs i the groduct has & account BCROut Mechanism

o Endure that sy web inderdiscs in the product has been 108ed for XSS, SOLI and
CSAF vunerabdites

o Endure that any web meciach has the abiity 10 vt HTTPS 10 protect Fassmitied
rtormaten

o INCLCE WED 200ICAON Trowals 10 Preasct any wed ntortaces

. mmnmmmnmbmnmw“
PasswOrd

o Enture thal any SC0S reQuiring SUPWOTICAION reqUINGS SH0ng PASEWOrds

« Engure that user roles can be properly segregated in mult-user environments

o ITpIormont tao 13C90¢ 2ENEECION WREMD POSLRI0

o Endure pastwond recovery machanisms ane secure

o Enture that usees have the 0pTion 10 MquUIre SI10Ng PEsSWOrds

o Enture that usees have the 000N 10 Kroe Dastwond xpiralion Aler & soeciic panod

o ENguro that users Nave the option 10 CRaNGE The CEfauR LSETAME and PISSwOrd
! AR
- 3 -

RSAConference2015 - ,“




W #RSAC

OWASP loT Project (Consumer Recommendations)

« 11 Insecure Web Interface

» 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

» 14 Lack of Transport Encryption

« |5 Privacy Concerns

« 16 Insecure Cloud Interface

o I7 Insecure Mobile Interface

« 18 Insufficient Security Configurability

« 19 Insecure Software/Firmware

« 110 Poor Physical Security

OWASP

Internet of Things Top 10

Consumer loT Security Guidance

(DRAFT)

The goal of INS PagS i halp Consumers DUIChEss SHCUre PrOSUCES In The Intermt of Things space. The guidance below is ot
& basic v, gving Conduies 8 DESC 861 Of Quidelirs 10 Contider from ther pirspactive. This & Aot 8 comprabensive ket of
CONaider aions, and should rot Do treated a8 such, Dt ensurng hat wee fundamentials are covered wil reatly ad the
CONSUME In purchasing & secure IOT prodiuct

Category loT Security Consideration

« ¥ your systom has tho opfion 10 use HTTPS, ensuro it s enabled

o ¥ yOour System his & b SCi0r SUMSNTCAIOoN Opion, ensure hal 1 is enabied

o ¥ your system has wob sooication Serwil option, ensune that 1 is enabled

« ¥ your system has a local or cloud-dased wed appication, ensure that you change the

11: Inseoure Web Interface
OauR DAsEWOND 10 & Sir0ng 0Ne 80 if POREDIe Change th dalaull useernirms a8 well
-INMMWWMMNIQM
o Conssder amployng Netadrk SH0mentation MChnoioges such &3 frewalis 10 Bolae
107 sysioms trom cncal IT systoms
" tan 3
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OWASP loT Project (FAQ)

« |11 Insecure Web Interface

« 12 Insufficient Authentication/Authorization

» 13 Insecure Network Services

» |4 Lack of Transport Encryption

« |5 Privacy Concerns

i 1. If 1oT is just a collection of other

« 17 Insecure Mobile Interface g ! A

« 18 Insufficient Security Configurability technologies, why not just use existing

« 19 Insecure Software/Firmware OWASP projects?
« 110 Poor Physical Security

OWASP

Internet of Things Top 10
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OWASP loT Project (FAQ)

« 11 Insecure Web Interface
« 12 Insufficient Authentication/Authorization
« 13 Insecure Network Services

: ::@“Z;W"E“WW 1. If loT is just a collection of other

° nvacy cerms : ! . .
e T s technologies, why not just use existing
« 17 Insecure Mobile Interface OWASP projects? (one place, multiple
« 18 Insufficient Security Configurability Sp ac es)

« 19 Insecure Software/Firmware

« 110 Poor Physical Security 2. Why call it a Top 10 List, which is

traditionally a list of vulnerabilities?
OWASP

Internet of Things Top 10

43 RSAConference2015 ?“




W #RSAC

OWASP loT Project (FAQ)

« 11 Insecure Web Interface

» 12 Insufficient Authentication/Authorization 1. If loT is just a collection of other

« 13 Insecure Network Services i : WaH

o 12 Lok ol Moot Everrtion technologies, why not just use existing
« 15 Privacy Concerns OWASP projects? (one place, multiple
. 16 InsewreClou.d Interface spaces)

« 17 Insecure Mobile Interface [ { : :

« 18 Insufficient Security Configurability 2. Why call it a Top 10 List, which is

*|0 Insscure Softwere/Fimrere traditionally a list of vulnerabilities?

Y (tradition, approachability)

D LU H S p 3. Why not have X category, or Y category,
or you should move 17 to 12, etc.

Internet of Things Top 10

’. P
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OWASP loT Project (FAQ)

« 11 Insecure Web Interface T ‘

Ly I 1. IfloTis Jugt a collectlop of other i

« 13 Insecure Network Services technologies, why not just use existing
Ol Al s C i iz OWASP projects? (one place, multiple
« 15 Privacy Concerns

« 16 Insecure Cloud Interface spaces)

» 17 Insecure Mobile Interface 2. Why call it a Top 10 List, which is

« 18 Insufficient Security Configurability - : bt
o — trad|t.|(.)nally a list of vu.Iperabllmes’?

« 110 Poor Physical Security (tradition, approachability)

Why not have X category, or Y category,

3.
D LU H S D or you should move |7 to 12, etc.

Internet of Things Top 10 (exce”ent’ come help)

https://lists.owasp.org/mailman/listinfo/owasp _internet of things top ten project

’! o o e
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https://lists.owasp.org/mailman/listinfo/owasp_internet_of_things_top_ten_project

How to Apply This

Concept

DUJHSD

Internet of Things Top 10

46
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How to Apply This
Concept

The Internet of Things is not just about sensors and machines. It’s about people,
and how they will continuously interact with their environments through their
personal assistants and Universal Daemonization.

OWASP

Internet of Things Top 10

/
47
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RSAConference2015 ]

#RSAC




#RSAC

How to Apply This
Concept Application

The Internet of Things is not just about sensors and machines. It’s about people, YOU now knOW the fUture before others dO, and

and how they will continuously interact with their environments through their can use that know|edge to inform better
personal assistants and Universal Daemonization. deCiSionS

& OLUASP

I W Internet of Things Top 10
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How to Apply This

Concept Application

The Internet of Things is not just about sensors and machines. It’s about people, YOU now knOW the fUture before others dO, and

and how they will continuously interact with their environments through their

can and use that knowledge to inform better
personal assistants and Universal Daemonization. o
decisions.

loT Security is broken for three reasons: it’s worst-of-all-worlds scenario, nobody
is paid to secure loT, and 1+1=5 when it comes to security and complexity.

$ OLUASP >
I W Internet of Things Top 10 w“
49
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How to Apply This

Concept Application

| . . You can now identify the common causes for the

oT Security is broken for three reasons: it's worst-of-all-worlds scenario, nobody ] . .

is paid to secure loT, and 1+1=5 when it comes to security and complexity. mIStakeS, and look out fOI’ them in prOjeCtS yOU
consult on.
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How to Apply This
Concept Application

The Internet of Things is not just about sensors and machines. It's about people, Know the future before others dO, and use that

and how they will continuously interact with their environments through their

personal assistants and Universal Daemonization. knOW|edge to inform better decisions.

| . | You can now identify the common causes for the

oT Security is broken for three reasons: it’s worst-of-all-worlds scenario, nobody ) . )

is paid to secure loT, and 1+1=5 when it comes to security and complexity. m|S’[akeS, and look out for them in prOJeCtS you
consult on.

The OWASP loT Top 10 Project maps loT attack surface areas and gives
contextual and prescriptive guidance on how to avoid vulnerabilities within each.

B OLUUASP P
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How to Apply This
Concept Application

The Internet of Things is not just about sensors and machines. It's about people, Know the future before others dO, and use that

and how they will continuously interact with their environments through their

personal assistants and Universal Daemonization. knOW|edge to inform better decisions.

| . | You can now identify the common causes for the

oT Security is broken for three reasons: it’s worst-of-all-worlds scenario, nobody ) ) .

is paid to secure loT, and 1+1=5 when it comes to security and complexity. mIS’[akeS, and |OOk out fOI’ them N projeots yOU
consult on.

The OWASP loT Top 10 Project maps loT attack surface areas and gives YOU _Can no_vv use the OWASP IOT PrOJeCt as a
contextual and prescriptive guidance on how to avoid vulnerabilities within each. tang|ble gu|de to securing the loT systems you
work with.
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Other loT Resources

¢ Build It Securely Project (connects SMBs with researchers)
¢ Mark Stanislav and Zach Lanier

¢ | am the Cavalry (focuses on automotive loT security)
¢ Josh Corman

¢ loT Firmware Testing Training
¢ Paul Asadoorian (BlackHat)

l ! .:ﬁ‘g:'
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Just One More Thing...

OWASP 4§ O—
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OWASP IloT Top 10 Mini-poster !

2
¢
2
4
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Card stock
Two-sided

Covers Top 10 Surface Areas
Available for download as well
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Thank you!

OWARSP

Internet of Things Top 10

https://www.owasp.org/index.php/

OWASP_Internet_of Things Top Ten Project
Daniel.Miessler@owasp.org

daniel@hp.com

daniel@danielmiessler.com
https://danielmiessler.com
@danielmiessler
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