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Introduction

* Flash

— Used to create animations, ads, and various Web components, to
Integrate video into web pages and, more recently, to develop RIA

— Includes scripting languages - ActionScript 1, 2 & 3
* Flash Player

— Runs Flash content (SWF file format)
* Flex

— Framework for developing RIAs that run in Flash Player

— Design GUI in MXML (XML document) for components, and
ActionScript for programming

 Flash application can interact with a web page using
JavaScript and vice versa
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Adobe Flash Platform

FRAMEWORK

TOOLS TO DESIGN AND DEVELOP

CLIENTS

THIRD PARTY SERVERS

Fx

Flex Builder
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ActionScript Message Format (AMF)

* Mostly used to exchange data between Flash application
and server side component

« Asynchronous RPC mechanism, where objects are
serialized and deserialized to and from AMF

 AMF is a binary format

—Like ASN.1 where data is encoded in TLVs
* Two versions: 0 & 3 5 ./dunvasni —h sigi.der
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Remoting envelope

* Preamble containing version: O or 3

« Header(s)

—Name
—Data: serialized AMF object

« Message(s)
—Target URI

—Response URI
—Data: serialized AMF object
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Remoting example

| =308 4| AMF Panel
AMF | Strings || HEX =
0000: 00 03 00 00 00 01 00 04 &e 75 &c 6c 00 02 2F 32 ........ null../z [r.ﬁMF rStrlngs |/"'E“ |
0010: 00 00 01 7¢ Oa 00 00 00 01 11 Oa BL 13 4F 86 6C euuloves weenn i3} .
002Z0: &5 78 Ze £d 65 73 73 81 &7 82 6e 67 Ze 6d 65 73 ex.messa ging.mes FlEId TYDE Va'UE
0030: 73 61 &7 65 73 2Ze 52 &85 &d &f 74 £9 6e 67 4d £€5 sages.Fe motingMe ? ﬁ MESSEQE
0040: 73 73 el €7 €5 0d 73 ef 75 72 &3 €5 13 6f 70 €5 ssage.so urce.ope
0050: 72 61 74 69 Gf e 11 63 Ec 69 65 Ge 74 49 64 15 ration.c lientId. D Headers
0060: 74 59 6d 65 54 6f 4c 69 76 65 13 74 £9 64 65 73 timeToli ve.times ¢ ] Bodies
0070: 74 81 &d 70 Of &8 &5 61 &4 €5 72 73 17 64 65 73 tamp.hea ders.des
0080: 74 9 Ge Gl 74 69 6f Se 09 £2 &f £4 79 13 &d 65 tination .body.me ¢ C310] Body Part
a0; o -
0080: 73 73 £1 &7 &5 49 &4 0 55 48 65 fc Ec 6f Ze 4d ¢ 3 Array
00a0: 69 &e 42 6f Gc 9 €7 2Ze 46 £c 65 78 2e 4d &9 e
00b0: 42 & &c 69 &7 53 €5 72 78 £9 63 £5 46 6f 72 46 ¢ 1 Array
; 5 o "
00c0: e £5 79 0F 2¢ 61 75 74 &9 65 @= 74 62 &3 61 74 lsx./aut hencicat ? = HashMap
00d0: €5 43 72 £5 64 &5 €& 74 &9 €L &c 73 0l 04 00 04 =Credent ials.... ) )
0020: 00 Da Ob 0L 15 44 53 45 &= 64 70 &£ £9 &2 74 01 ..... DSE ndpoint. D username  String melausen@deloitte.dk
. 0o o g 2 i1..%6 .
0DZ0: 0% 44 53 4% 24 08 07 &= &9 e 01 0F 25 47 65 £z .DSIA..n il..%Gen D password String passwordi 234
0100: &5 72 &9 63 44 65 73 74 £9 ée &1 74 £9 6f ée 09 ericDest ination.
0110: 03 01 Da 23 3f 48 65 6c Ec 6f Ze 4d &9 e 42 6f D Operation String authenticateCredentials
0120: Ec 89 &7 2e 46 ¢ 65 78 2e 43 72 65 £4 65 Be 14 D ;
0130: 69 61 6c 73 11 70 61 73 73 77 &f 72 64 11 75 73 ials.pas sword.us Source String I
0140: 65 72 &= 61 £d 65 06 19 70 &1 73 73 77 6f 72 64 ername.. password D RemoteUsername  MNull
0150: 31 32 33 34 06 29 6d 63 6&c 6L 75 73 65 e 40 64 1234.)mc lausen@d D RemotePassward  Mull
0160: 65 6c 6f 69 74 74 €5 2e 64 6b 06 49 38 35 34 41 eloitte. dk.I854h
0170: 33 43 43 3¢ 2d 31 43 34 31 2d 43 43 38 35 2d 30 3CC&-104 1-CCes-0 D Clientld Mull
0180: 34 41 43 2d 46 46 41 38 39 31 36 32 37 34 42 43 4AC-FFAS S16274BC .
D Messageld String 954A3CCE-1C41-CCEE-04AC-FFARBIG..
re i
[y psid String nil
D TimeToLive Long 0
D Destination String GenericDestination

RaW request DTimestamp Long 0

Text Decoded request

00000000nullO0/2000x
ooooo
O0Oflex.messaging.messages.RemotingMessagsourceloperationOheadersOdestination  bodyOmessageldOclientldOtimeTeoLiveOtimestampOUJ ¥l/authenticateCredentials

000DSEndpoint@SIdO0nil00%GenericDestinatiordd
#trredentia|s|:|usemame|:|passwmdu)mc|ausen@deloitte.dkuuTe;ﬂzamlanE40CA9-EA55-09?8-423F-F95F31495A33|:||:||:||:||:|
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Techniques

Some support:

WebScarab
Charles

ServiceCapture

(Burp suite)
(WireShark)
No write support!

Write "custom” Flex application:

|[cwnt

@ C:\Users\mclausen\Documents\Flex Builder 3\WebOrb\bin-debug\WebOrb.htm! - Windows ... [-= || %
% - Ie C:\Users\mclausen\Documents\Flex

% & |@ causersimclausen\DocumentsiFl.. |

lllllllll

lllllllll

‘‘‘‘‘‘

E-mail

@ Internet | Protected Mode: Off

55555555555555555

33333333

f2 v B v & v [2rPage v ook v

®100% ~
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WebScarab AMF extension

« WebScarab supports a plugin “infrastructure”
 Our plugin:
—Replaces the existing (reads AMF 0)
—Supports AMF 0 & 3

—Supports read / write
— Still in development
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WebScarab AMF extension - ctd.

| £ WebScarab - conversation 7

|Ereuinus " Next | Find ‘?-POST------

adobe.com:30flex3:

oKer/am

200 0K

|v|

== ]

l/Parsed rRaw |

Method URL

POST  hitpilexamples.adobe.com:80Mlex3appinetmondata/messagebrokerfamf

Version
HTTPM A

| Header Value
|Host examples....
|User-Agent [Mozillal/5 0

-
-

[ .IHMF Hex

Strings

Field Type Value
¢ [JMessage =
D Headers
? [CJBodies
¢ 310 Body Part
? Array =
D Operation String igetDeviceDetail HELLO WORLD
¢ 3 Array
[ eytes byte array QUYEET4
D Source Mull ||
[} RemateUsemame Mull
D RemaotePassword Mull
D Clientid String 2E0C395D-9F0F-920C-6600-7326B42B4F 78 |
r\ hd anald Ctrinm EAOEQEIC EE OAAA ACCO COFTECICCTIAN il
A
l/Parsed rRaw |
Version Status Message
HTTPI1 .1 200 QK
| Header Value
|Date Tue, 02 De... -
|5emver JRun Web -
- :

[ ..uMF Hex

Strings

Field Type Value
7 CJMessage
D Headers
¢ [CJBodies
¢ 3 Body Part
[} smaliMessage AcknowledgeMessageExt Flex Message (flexmessaging. messages AcknowledgeMessageBx)  clientld=n...
D Correlationld String 5485852F-5C61-8AAA-AFCO-FATTEF3EET 34
7 =2 HashMap
D incoming Double 7.25508075982666
D location String San Jose, CA
[ iconun Mull

[»
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Demo

VOIP Server
ZKJ1357
CPU I 55°%
MEM D 1 °
& Switch / Inoom?ng: 551 GB
XPA1576 Outgoing: 5.83 GB
CPU T
MEMEE 0 13%
Incoming: 0.35 GB ‘ e
Internet Outgoing: 3.59 GB S~ i
CPU I 19%
MEN BN 325

Incoming: 6.61 GB
Outgoing: 6.88 GB
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http://examples.adobe.com/flex3/devnet/networkmonitor/main.html

More information

» Testing Flash Applications (Stefano Di Paola / OWASP):.
http://www.wisec.it/en/Docs/flash_App_testing_Owasp07.pdf

» Adobe Flash Player 9 Security:
http://www.adobe.com/devnet/flashplayer/articles/flash player 9 securit

y.pdf
* AMF 0 Specification:
http://download.macromedia.com/pub/labs/amf/lamfO spec 121207.pdf

* AMF 3 Specification:
http://download.macromedia.com/pub/labs/amf/amf3 spec 121207.pdf

« OWASP / WebScarab:
http://www.owasp.orq

* Open Source Flash:
http://osflash.org
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