OWASP

The Open Web Application Security Project

VICNUM

B Based on a game played to kill time
B Hopefully fun and educational
B A flexible lightweight web application useful to auditor’s honing their web app security skills
B Easy to install, easy to grasp
B Easy to modify
» Can be used to test out new hacks and new defenses
» Can be used to test whether a Web VA can detect a vulnerability
» Or whether a Web firewall can protect a vulnerability
» Can be tailored to address different auditor skill sets

» Can be tailored to accommodate different levels of ‘capture the flag’ exercises



