THE WEB’S

Carding

Stolen Payment Card Payment Validated
Cardholder Data Process Cardholder Data

Multiple payment authorisation
attempts to verify the validity of
bulk stolen payment card data

@ OAT-001

Denial of Inventory

Target URL(s) Goods / Services Purchase /
and Parameter Allocation Commitment
Values Process(es) Process(es)

Deplete goods or services stock
without completing the purchase
or committing to the transaction

- X OAT-021

Footprinting

Target URL(s) and Processes Enumerated
Parameters Values Application Details

Probe and explore application to
identify its constituents and
properties

] OAT-018

Monitoring Bid or Offer Acquired
For Opportunity Process Asset Identity

Last minute bid or offer for goods
or services

B OAT-013

Account Aggregation

Intermediary Application Changed Data
Application Processes

Use by an intermediary collecting
together multiple accounts and
interacting on their behalf

¢ OAT-020

Cashing Out

Stolen Payment Card Payment Process Goods or Cash
Cardholder Data

or Other User

Account Data

Buy goods or obtain cash utilising
validated stolen payment card or
other user account data

®AN OAT-012

Denial of Service

Target URL(s) Process(es)
and Parameter
Values

Target any type of resource use,
or individual user accounts, to
reduce application availability

4 OAT-015

Spamming

Target URL(s) Process(es) Stored &
and Parameter Transmitted
Values Spam Content

Malicious or questionable
information addition to public or
private content, or messages

o OAT-017

Account Creation

Identity Source Data Registration/User Created Accounts
Enrolment Process(es)

Create multiple accounts for
subsequent misuse

o OAT-019

Cost-Inflation Fraud

Target URL(s) and Application
Parameter Values Processes

Third-Party Process
Revenue Extraction

Mass use of functionality to
illegitimately profit from
chargeable supporting services

A OAT-003

Expediting

Process Initial Intermediate Objective
Knowledge Process States Final Process

Perform actions to hasten
progress of usually slow, tedious
or time-consuming actions

oQe OAT-006

Scalping

Target Asset Booking or Acquired Asset
Opportunity Purchase Process(es) Identities

Obtain limited-availability and/or
preferred goods/services by
unfair methods

H OAT-005

Token Cracking

Token Dictionaries, Token Code Validated
Lists, Randoms Validation Process(es) Token Codes
& Brute Forcing

Mass enumeration of coupon
numbers, voucher codes,
discount tokens, etc

®A OAT-002

OWASP AUTOMAT

The OWASP Automated Threat Project defines a common language to

identify and classify automated threats to web applications, providing a

catalogue of malicious automated actions against inherent functionality

(not software implementation bugs or misconfigurations). Each threat
has a single name and ID, called an OAT (OWASP Automated Threat),
describing “what is happening right now?”. The twenty-one unordered

OATs are comprehensively mapped to industry classifications like

CAPEC, as well as listing other known as names, and specific examples.
Furthermore, the OWASP Automated Threat Handbook defines
countermeasures for each OAT: system design measures and other

defensive actions to prevent, detect or recover from each threat.

Attacker Intent Characterisations

Access control
Payment cardholder data

Monetary

Information

Goods/services
Business logic

Application characteristics

BAD BOTS

CAPTCHA Defeat

Test Barrier Solver Solution Protected
Validation Action

Solve anti-automation tests

o OAT-009

Credential Cracking

Credential Dictionaries, User Identity Validated
Randoms & Brute Forcing Authentication Credentials
Process

Identify valid login credentials by
trying different values for
usernames and/or passwords

¢ OAT-007

Fingerprinting

Target URL(s) Processes Identified
Components

Elicit information about the
supporting software and
framework types and versions

] OAT-004

Scraping

Target URL(s) Processes Extracted Content
and Parameter and/or Data
Values

Collect application content
and/or other data for use
elsewhere

OAT-011

Card Cracking

Stolen Partial Card Payment Process Complete
Cardholder Data Cardholder
& Brute Forcing Data

Identify missing start/expiry dates
and security codes for stolen
payment card data

& OAT-010

Credential Stuffing

Stolen Log In User Identity Validated
Credentials Authentication Credentials
Process

Mass log in attempts used to
verify the validity of stolen
username/password pairs

@ OAT-008

Skewing

Target URL(s) Process(es) Modified Metric
and Parameter
Values

Repeated link clicks, page
requests or form submissions
intended to alter some metric

o OAT-016

Vulnerability Scanning

Target URL(s), Processes Vulnerabilities
Parameters
& Payloads

Crawl and fuzz application to
identify weaknesses and possible
vulnerabilities

] OAT-014

ED THREATS

Launched in 2015, version 1.3 was published 17 March 2026 at the same
time as this reference chart. Further information, the full handbook,
support materials, acknowledgements and how to get involved at:
www.owasp.org/www-project-automated-threats-to-web-applications/

All the materials are free to use. They are licensed under the Creative

Commons Attribution-ShareAlike 3.0 license.

This poster was created by project leaders Colin Watson and Tin Zaw.

The Open Worldwide Application Security Project
(OWASP) is a non-profit foundation that works to @ D UJ H S D
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improve the security of software www.owasp.org
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