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Gamifizierung

e Denial of
r : Service

l An attacker can amplify a Denial
A of Service attack through this
component with amplification
on the order of 10:1

Elevation of Privilege by Microsoft {hitps: //www.microsoft.com/en-us/download/details.aspx?id=20303)
licensed under CC-BY-3.0 htip://creativecommons.org/licenses/by/3.0/us/

» Elevation of Privilege (2010 bei Microsoft)

» |[dee: Bringe Entwicklerlnnenins Threat Modeling
» Jede Karte stellt eine konkrete Bedrohung dar

» Spielfarben == Bedrohungskategorien
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Was ist mit DevOps?

JefF s e acs Mistical repeat
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The card game Cumulus by TNG Technology Consulting is licensed under CC-BY-4.0

Access & Berechtigungsmanagement und
Secrets Geheimnisse
Deliver Bau, Auslieferung und
Y Lieferkette
Recover Sicherung und
4 Wiederherstellung
Monitorin Protokolle, Alarme und
5 Nachvollzienbarkei
Ressourcen und deren
Resources

Konfiguration



OWASP Cumulus

Design decisions:

» Cloud-Anbieter-unabhangig

» Technologieunabhangig

» Allgemein genug, um Diskussionen
anzuregen

» Konkret genug, um hilfreich zu sein

» Wir-Perspektive (betont die
Eigenverantwortung in DevOps)
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The card game Cumulus by TNG Technology Consulting is licensed under CC-BY-4.0



Rules

You need to

select a card

v

You have a
card in the suit
that was
led?

Play a low card in
a suit where you
have few cards

Must play in suit:
all other arrows are advice

Card with a
threat you can yes

apply? —>

Play the threat that
you can apply

Do you
have the high yes

card? 9

Play it so you can
take lead next hand

Play a low card,
see if anyone else
has a threat

https://github.com/adamshostack/eop/blob/master/EoP_Card%20Game%20Images.pdf


https://github.com/adamshostack/eop/blob/master/EoP_Card%20Game%20Images.pdf

Demo
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Online Version

(For Tenant Administration)

v0.18.0
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The card game Cumulus by TNG Technology Consulting is licensed under CC-BY-4.0)

github.com/TNG/elevation-of-privilege
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Wir brauchen Hilfe!

Input fur Cumulus:

» Cloud Security Best Practices
» OWASP Top10 CI/CD

» C|S Benchmarks
» Aber grofstenteils: Erfahrung beil TNG

J Bitte erstelltissues and pull requests! [,

-, Essoll ein Community Projekt werden! 4,
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github.com/OWASP/cumulus
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Thank you! ‘

Any gquestions?

Christoph Niehoff

christoph.niehoff@tngtech.com

github.com/OWASP/cumulus
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No infrastructure rollback
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