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-ormer theoretical physicist
-ull-stack developer

DevOps engineer

» Wants to build secure products
» Project Lead of OWASP Cumulus
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The card game OWASP Cumulus is licensed under CC-BY-40.



Outline

» Threat modeling card games

» Demo

» Conclusion






Dev0Ops

IS bullt on
self-responsibility.

i




DevSecOps?

Don't do this! Do this!

DevO ps VS DevSecOps



Shostack's Four Questions

( )

Model System | \what are you building? Diagrams etc.
\_ J
(- )

Knowledge, creativity, awareness, mindset?

Find Threats | \vhat can go wrong?

= Here we need help!

. J
é )
Address
Threats What should we do about it? Mitigations and risk
. J
é )
Validate

Did we do a decent job? Good processes




Gamification

Denial of
Service

An attacker can amplify a Denial
of Service attack through this
component with amplification
on the order of 10:1

\__H
Elevation of Privilege by Microsoft (https://www.microsoft.com/en-us/download/details.aspx?id=20303)
licensed under CC-BY-3.0 htip://creativecommons.org/licenses/by/3.0/us/

» Great idea by Adam Shostack (*2010
at Microsoft)

» Lightweight, low-barrier approach to
get developers into threat modeling

» Each card represents a possible
threat vector and is a basis for
discussions

» Gaming fosters discussions,
openness and fun while doing it



But what about the Ops in DevOps?
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But what about the Ops in DevOps?




But what about the Ops in DevOps?
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But what about the Ops in DevOps?
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Automation
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Accesses
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OWASP Cumulus
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The card game OWASP Cumulus is licensed under CC-BY-4.0.

Access & Threats related to IAM and
Secrets secrets management
. Build and ship software,
Delivery : :
and its supply chain
Recovery Backup and restore
Monitoring Logs, alerts and traceability
Threats on resources and
Resources

their configuration



OWASP Cumulus

Design decisions:
» Vendor-independent
» Technology-independent
» General enough to foster discussions
» Concrete enough to be helpful
» We-perspective (to emphasize the
responsibility in DevOps)

No backups of data

The card game OWASP Cumulus is licensed under CC-BY-40.



Rules

You need to

select a card

v

You have a
card in the suit
that was
led?

Play a low card in
a suit where you
have few cards

Must play in suit:
all other arrows are advice

Card with a
threat you can yes

apply? —>

Play the threat that
you can apply

Do you
have the high yes

card? 9

Play it so you can
take lead next hand

Play a low card,
see if anyone else
has a threat

https:/github.com/adamshostack/eop/blob/master/EoP_Card%20Game%20Images.pdf


https://github.com/adamshostack/eop/blob/master/EoP_Card%20Game%20Images.pdf
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Online Version

» Elevation of Privilege
» OWASP Cornucopia
» OWASP Cumulus

T » Elevation of MLSec

+ Add Threat
E Web Application E AWS Cloud

(For Tenant Administration) : Statistics

@) Flow Data Elements Name Passed Card Score

EST APL fadmin/*

Amazon Cognito TOD)’ B
Sunit
JWT Token Can turn off DB delete audit logs unaa
& o Delivery Medium Juan

(you)

AWS Ampity  AWS J SDK i
avascript Can turn off DB delete audit logs

Amazon DynamoDB No mitigation provided.

AWS API Galeway
API with quota and throttiing NodeJS version
Delivery Medium

AWS Lambda
AWS SDK version We don't notice if
Delivery ~ Sunita an authenticated

attacker/developer
@ = Q deactivates or
can reach internet from Cl pipeline mani pulafes our

Bevery Medeen tools for traceability.

Amazon CloudWatch

q No existing threats for this component.

We need too long
to figure out what
an alert means.

Waiting for Y| %

The card game Cumulus by TNG Technology Consulting is licensed under CC-BY-4.0)

github.com/TNG/elevation-of-privilege




Where to get it?

Either print it yourselves

or get it at Agile Stationary / CyberSecGames

CYBERSEC
GAMES

Home Shop ~ Play ~v Make ~  Aboutus v

Home > Threat Modeling > OWASP Cumulus - Threat Modeling the CL.

10
Q,

We cannat react
fo proolems in
time because
our moniftoring
hos blind spoks

.
ol

10
P

We grant  We cont get We don't limik
pErmissions bo b Srontec o | INgress OF Fgrass
3rd . 0 cloud previde when running
CIIC D svstems), _=f pose of emergency. £l pipelines.

OWASP Cumulus - Threat Modeling the Cloud

¢ Description

OWASP Cumulus is a gamified approach to integrating security into
cloud and DevOps teams. As a variant of the popular card game
Elevation of Privilege by Adam Shostack, Cumulus enables teams to

threat model DevOps systems.

Developed and supported by TNG Technology Consulting, Cumulus
helps DevOps teams enhance their security through collaboration
and discussion and seamlessly integrates into agile development

processes.
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Takeaways

» In DevOps, Security is a team's responsibility

» Should be a natural element and nothing special

» Threat modeling with serious card games is a leightweight approach to enable the Team
» The triplet (EoP, Cornucopia, Cumulus) covers all aspects of modern DevOps projects

» Cumulus can help you!

» DevOps Teams

» Site reliability engineers
» Cloud admins

» Security practitioners



Please participate!

Input for Cumulus:

» Cloud Security Best Practices

» OWASP Top10 CI/CD

» CIS Benchmarks

» But mostly: experience at $COMPANY

J., Please raise issues and create pull requests! /[,

i, Let's make this a community project! /.,

github.com/OWASP/cumulus
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Thank you!

Any questions?

Christoph Niehoff

christoph.niehoff@owasp.org

github.com/OWASP/cumulus
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No infrastructure rollback
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Information disclosdfe

— TECHNOLOGY

T = TECHNOLOGY G - =
NG = CONSULTING TN =

(@)
c
pres
-
9
O
=
(Vp}
o
®)
(@)
c
")
o

c
e
o
v
(7]
C
@)
(o}
)
Y]
| -
o=
C
o
0
O
=
(@)
Z

CHNOLOGY

— E :
TNG ET(:ONSULT\NG TN S

— CONSULTING




o
o
=
C
O
)
7
%)
Y
“
[0)
v
(0))
=
n
L

Single point of f8ilure

= TECHNOLOGY 2 TNG = Tech
TNG = CONSULTING = OLogy

(00]
— TECHNOLOGY = CONsuLTINg

TNGE S

No cloud policy

TNG = TECHNOLOGY
== CONSULTING

4
public resourcg

-
o
=
o
| -
o
of
o
(%]
>
-
o
o
'E
v
.Q
>

TNG = TECHNOLOGY
= CONSULTING




